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Introduction

Multispectral imaging is a sophisticated technology that was developed to overcome the �ngerprint
capture problems conventional imaging systems have in less-than-ideal conditions. The core problem
was that conventional technologies rely on unobstructed and complete contact between the �ngerprint
and the sensor, a condition that is elusive in the real world.

The more e�ective solution was based on using multiple spectrums of light and advanced polarization
techniques to extract unique �ngerprint characteristics from both the surface and subsurface of the skin.
The nature of human skin physiology is such that this subsurface information is both relevant to �ngerprint
capture and una�ected by surface wear and other environmental factors.

The net result is that Lumidigm sidesteps the problems that conventional technologies face in real
world conditions. Additionally, our subsurface capability allows us to discriminate a real �nger from an
imposter or “spoof” �ngerprint, making Lumidigm a leader in Liveness Detection.

The Technology

Multispectral imaging looks at and beyond the skin surface to the subsurface foundation of the
�ngerprint ridges. Di�erent wavelengths of visible light interact with the skin in di�erent ways, enabling
signi�cantly enhanced data capture.

The �ngerprint pattern on the surface echoes the subsurface structures from which they arose during
development. Multispectral imaging exploits the dependent relationship between surface and subsurface
�ngerprint patterns; subsurface data collected by multispectral imaging technology supports and augment
surface data to create the highest-quality �ngerprint image available.
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Schematic of a multispectral imaging �ngerprint biometric sensor



Operating the Multispectral Sensor

The basic operation of the multispectral sensor is straightforward. The sensor consists of two main
components: a light source, which provides the light to illuminate the �nger resting on a platen; and an
imaging system, which images this region of the platen onto a digital imaging array.

While these components are similar to those of a conventional optical �ngerprint sensor, the con�guration
of the multispectral sensor is expressly designed to avoid the optical phenomenon of total internal
re�ectance (TIR) because it depends on unobstructed and complete contact between the �ngerprint
sensors and the platen to work.

The multispectral illumination system consists of a source of multiple illumination wavelengths rather than
the quasi-monochromatic illumination commonly used for TIR imaging. Linear polarisers are used in the
illumination and detection portions of the sensor.

The polarisers are arranged in an orthogonal con�guration (a.k.a. polarizer-analyzer) to emphasize the light
that penetrates the surface of the skin and undergoes multiple scattering events before emerging from the
skin toward the image array.
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Skin Physiology

To more fully understand the signi�cance of this technology’s subsurface imaging capability, it may help
to examine the nature of how a human �ngerprint is created. The �ngerprint ridges that we see on the
surface of the �nger have their foundation beneath the surface of the skin, in the capillary beds and
other sub-dermal structures. The �ngerprint ridges we see on our �ngertips are merely an echo of the
foundational “inner �ngerprint”.

Unlike the surface �ngerprint characteristics that can be obscured by moisture, dirt or wear, the “inner
�ngerprint” lies undisturbed and unaltered beneath the surface. When surface �ngerprint information
is combined with subsurface �ngerprint information and reassembled in an intelligent and integrated
manner, the results are more consistent, more inclusive and more tamper resistant.

Surface �ngerprint ridges form when collagen pushes between the blood vessels. [Credit: Simone Sangiogi, 2006.]



Liveness Detection

Access through national borders, into buildings or physical plants, and into electronic devices such as PCs and
networks is increasingly unsupervised. Security, labour costs and convenience often necessitate the use of
biometric access control methods such as �ngerprint veri�cation.

Unfortunately, conventional optical �ngerprint sensors are easily circumvented. Based on Total Internal
Re�ectance (TIR), they capture only the image of the �ngerprint ridge surfaces that come into contact with
the sensor. These ridges are easy to imitate using common household products and ingredients.

A variety of materials, from the inexpensive to the very sophisticated, can be used to circumvent traditional
�ngerprint identi�cation systems. Some of these materials are so thin and colourless that they can even be
used, undetected, in access control environments that have trained attendants.

For example, a gummy bear sweet that costs a few pence can make a very accurate �ngerprint that will
“spoof” a traditional �ngerprint imaging device.

Lumidigm’s multispectral imaging technology uses multiple illumination wavelengths rather than the
monochromatic illumination used in TIR imaging. In addition, polarisers may be used to emphasize the light
that penetrates the surface of the skin and undergoes multiple scattering events before emerging from the
skin toward the imaging array. This ability to detect subsurface features of the �ngerprint enables Lumidigm
technology to detect spoofs.
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Lumidigm’s multispectral imaging technology can detect living �esh from non-living �esh or other organic or
synthetic materials. The �gure at the right shows an analysis of the surface and sub-surface spectral
di�erences between a living �nger and a prosthetic. These di�erences between the spectral characteristics are
known and can be used to detect spoofs.



 

A Step by Step Guide to Selec�ng a Time and A�endance System                         

 

 

www.advancesystemsinc.com 

2. What to look for when selec�ng a new Time and A�endance system 
 
A great Time and A�endance system can have wide-reaching effects across your whole company so 
it’s well worth taking into account and examining the needs of other stake holders to ensure you're 
going to get the greatest benefit. 
 

Liveness Detection continued

Further, since multispectral imaging technology observes the internal structures that conform to and
dictate the external �ngerprint ridge patterns, internal details can be compared to the surface pattern.
Multispectral imaging technology from Lumidigm can verify that the “internal �ngerprint” matches the
external one.

Lumidigm liveness detection is built from cutting-edge machine learning algorithms. Using these
algorithms and the wealth of information available from multispectral �ngerprint images, Lumidigm’s
liveness detection capabilities can be updated if new spoofs are identi�ed.

Unlike any other �ngerprint technology, this “learning” capability allows Lumidigm �ngerprint sensors to
keep up with new threats.

Lumidigm’s multispectral imaging technology is hard to fool. The inexpensive and readily-available
�lms and prostheses that easily defeat conventional �ngerprint devices are rendered ine�ective against
Lumidigm technology.
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About Mitre�nch

Today, Mitre�nch products comprise an innovative collection of tools that can be con�gured to suit an
organization’s exact workforce management needs. Whether you have one particular goal to meet, or
whether you are looking for a turnkey system designed to fully integrate all aspects of your organization’s
workforce management, Mitre�nch delivers.

Mitre�nch products includes:

 • Time & Attendance Systems
 • Employee Scheduling
 • Cloud Hosted Solutions
 • Absence Management
 • HR Management Software
 • Employee Self Service
 • Biometric Systems
 • Mobile Phone Clocking‐In
 • Performance Management
 • Auto ID Card Production
 • Fire Evacuation
 • Visitor Management

Contact details:

Boston
79A Chapel Street
Newton, MA 02458
New York
104 West 40th Street, Suite 400
New York, NY 10018

Toll Free: (888) 238-8704
Email: info@mitre�nch.com
Web Address: www.mitre�nch.com

Dallas
9330 LBJ Freeway, Suite 900
Dallas, TX 75243
La Jolla Office
888 Prospect Street, Suite 200
La Jolla, CA 92037
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